New Cheating Methods in the Electronic Teaching Era  by Keresztury, Balázs & Cser, László
 Procedia - Social and Behavioral Sciences  93 ( 2013 )  1516 – 1520 
1877-0428 © 2013 The Authors. Published by Elsevier Ltd. Open access under CC BY-NC-ND license.
Selection and peer review under responsibility of Prof. Dr. Ferhan Odabaşı
doi: 10.1016/j.sbspro.2013.10.074 
ScienceDirect
3rd World Conference on Learning, Teaching and Educational Leadership (WCLTA-2012) 
New cheating methods in the electronic teaching era 
Balázs Keresztury *, László Cser   
Department of Computer Science, Corvinus University of Budapest, Fővám tér 8, Budapest 1093, Hungary 
Abstract 
With the rise of new examination methods and tools, new cheating methods have been born. In the recent years information 
technology has been constantly improving its support for teachers with different kind of tools. These tools help teachers organize 
their courses and exams better. They include various paid and open-source Learning Management Systems, SCORM modules 
and other solutions. While developing course and exam materials electronically is an efficient way to improve the way one 
teaches, not everyone considers the dangers caused by various new cheating methods. Some advanced methods can exploit 
security holes in the electronic information systems, but most of them are not that sophisticated. In this paper we demonstrate 
how dishonest students cheat on the exams and what teachers can do to prevent this from happening. 
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1. Introduction 
With the arrival of the information age teaching methods have evolved by many means. One of the most 
important factors of this process is the appearance of information technology in education. IT provided different 
solutions for different needs. Teachers got equipped with electronic whiteboards, beamers and Virtual Learning 
Environments (provided mostly by Learning Management Systems) while students adapted to these novel methods 
as well. Studies show that the use of LMS systems improves students’ perceived usefulness, which positively affects 
their intention to use these systems and their attitude towards e-learning methods in general (Lee, Yoon, & Lee, 
2009). Other studies reported successful adaptation to these systems, but also discovered that the success is mostly 
determined by the ease of use of these systems (Engelbrecht, 2005; van Raaij & Schepers, 2008). With the 
widespread availability of computers in developed countries, learning process was partially moved from classrooms 
to other places. Not only educational institutes have followed this trend, corporate users also started to take 
advantage of electronic teaching aids with the same amount of success (Chen, 2010). 
2. Security concerns 
New e-learning systems are constantly entering the market, existing ones are being improved, but even if they are 
getting closer and closer to technological maturity, they do not provide hundred percent security (Kumar & Dutta, 
2011). While security holes only cause problems when they are exploited, a security breach or unauthorized use of 
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course materials can cause serious damages to the site administrator, to the developer of the course material, to the 
teachers and even to the students. 
3.  Cheating methods 
Various technical security problems are not the only type of danger that came with electronic tools in teaching. 
Academic dishonesty has several classic forms: plagiarism, reusing one’s own paper, cheating on examination, etc. 
(SAUNDERS, 1993). Studies show that new technologies (widespread availability of internet, smartphones and 
PDAs) inspired academic cheaters to develop new cheating methods (Whitley & Starr, 2010), however, the reasons 
for cheating have not changed drastically.(Karim, Zamzuri, & Nor, 2009; Williams, Nathanson, & Paulhus, 2010) 
3.1. Motivation behind cheating 
It is easier to fight against cheaters if one understands their motivations. There has been studies researching 
undergraduate cheaters’ motivations, which can be grouped into three main factors: (Akbulut et al., 2008) 
∞ Individual factors 
∞ Institutional policies 
∞ Peer pressure 
Individual factors are the most important among the others. It consists of psychological and social reasons 
including time pressure, feeling incompetent, time shortage due to busy social life and the desire to get better grades. 
The factor of institutional policies refers to the lack of rules regarding cheating, which can serve as motivation of 
dishonest students. The third factor is less important in higher education students, since college and university 
students tend to be less influenced by their family by any means (Akbulut et al., 2008). 
3.2. Classic methods 
Before the new technologies made it possible to organize electronic examinations, several classic methods 
existed and used by dishonest students. These methods can be grouped into three categories: information exchange 
among students (mainly in oral or written form), using forbidden materials (cheat-sheets, books, etc.) and 
circumventing the process of assessment (Faucher & Caves, 2009).  
3.2.1. Information exchange 
Written information exchange is usually performed by handing over a small paper or eraser, sending text message 
through phone or even e-mailing through a smartphone. Beside classic oral cheating method a new high-tech 
method has been born in the recent years: dishonest student wears an inductive headset wirelessly connected to a 
hidden cellphone, while his helper tells him the answers directly in the ears. The headset is very small, thus it can be 
hidden by growing long hair or plugging cotton balls in the ears claiming it is part of a medical treatment.  
Information can be exchanged not only in written and oral form, but also with the help of some sort of sign 
language. Sign language used by deaf people, Morse-code and using fingers to transmit multiple choice quiz 
answers are good examples of this.  
3.2.2. Using forbidden material 
Using forbidden material have several forms: cheaters can hide cheat-sheets in their clothing, use their 
smartphones, PDAs or intelligent calculators to display forbidden materials or they can use their textbooks directly. 
Sometimes a smarter student is hired to write the exam along with the cheater, but in the last minute he replaces his 
paper with the other student’s. The helper student probably fails the exam, but almost every academic institute 
allows their students to retake their exams. Cheat sheets are commonly used by students, but sometimes it is written 
with a special pen filled with UV-reagent ink, where the writing is only visible in special UV light. This minimizes 
the risk of being caught. 
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3.2.3. Circumvention of examination process 
To circumvent the examination process, the student simply does not show up at the exam and tries to get the 
questions from their colleges. This gives him the possibility to prepare better for the next occasion or if he is able to 
get the questions before the exam ends, he can solve the quiz in an uncontrolled environment and start the exam late. 
Today’s cellphones have the ability to take pictures in bad lighting conditions, which makes them able to take a 
picture of the test itself. This method is particularly successful when the student is allowed to start the exam arriving 
late. 
3.3. New methods specific to electronic examining 
When exams are held in computer labs, not only the classic cheating methods can be used, but new security 
issues show up as well. The general problem with examinations in computer labs is that students can hide behind 
screens, which makes it harder to discover cheating. In the classic environment questions and answers generally lie 
flat on the table, but in computer labs all the critical information is displayed on the screen which is usually mounted 
vertically. This enables students to read fellow students’ answers from a bigger distance. While in normal 
environments copying can be caught and proved easily, in the electronic environment it is not easy to prove that 
helper student helped the other student intentionally or not. Another source of problem is the noise emitted by 
computers, which makes it harder to discover forbidden oral information exchange in the louder environment. 
Identification is another important issue. Even if students’ identities are checked using ID cards, another step is 
required to control if students hand in their answers under their own name in the VLE system. Some institutes 
provide a common place to store personal files (using network shares or ftp servers), which can serve as a temporary 
place to send and receive forbidden help.  
Electronic examination is a very powerful tool in teachers’ hands, but it is always advisable to work out a policy 
which defines what functions of the computer can be used and which ones are disallowed. There are three main 
types of policies when it comes to computer assisted examining: Where computer is an input device only, where a 
specific set of applications can be used and classic open-book exams. 
3.3.1. Computer as an input device 
In the first case it is not allowed to use any help or software except for the examination software. This is a very 
typical setting, and it is similar to the classic examination method. Examination system can be any custom made 
software, but most of the Learning Management Systems (LMSs) provide functions to create quizzes for multiple 
choice and essay-type questions. 
3.3.2. A specific set of applications can be used 
In the second type exam problems can be solved with a predefined set of software. This set of software does 
usually not differ from the ones that students used previously during the course. Good examples are spreadsheet, 
mathematical, statistical, information technology-related and engineering applications. Students receive their task in 
written form (either on a paper or electronically), which has to be solved in a controlled environment in a specific 
timeframe. A relevant cheating method is based on using a removable storage: Two students are sitting next to each 
other; one of them solves the problem and saves his answers on the removable storage (USB flash-drive, CD or 
DVD). After he is finished, he removes the storage from the original computer then attaches it to the other machine. 
The other student is now able to use his neighbor’s answers or solution.  
3.3.3. Open-book exam 
When the students are allowed to use any help they can find online it is very hard to prevent them from 
communicating with an external helper. Setting firewall rules is not a definite solution, since it is impossible to filter 
out each and every communication tool. A communication tool can be a stand-alone application (IRC, IM and e-
mail clients), but there are many cloud-based solutions on the internet (webmail, web-based IRC, web-based IM 
clients, forums etc.). Protecting exam questionnaire is another challenge, since electronically delivered questions are 
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fairly easy to save and replicate. When the questions are presented electronically, it can be stolen not only from 
inside, but also from the outside. A leaked questionnaire can not only help dishonest people cheating, but it also 
makes it impossible to reuse questions later. 
4. Prevention 
Preventing academic dishonesty on exams based on two tiers: organizational and technical. Enforcing security 
policies can be only successful if there is an organizational policy on cheating which clearly states what aids are 
allowed to use on a specific type of exam and which ones are not. The policy has to contain directives about caught 
cheaters, and it should describe the teachers’ and proctors’ responsibilities in the case of busting a cheater. Teachers 
and proctors have to be trained on how to discover forbidden actions. Students have to be aware of this policy as 
well, so they know all the consequences of dishonest behavior. 
The other tier is the technical tier. Prevention of classic cheating methods have been extensively researched 
(Faucher & Caves, 2009; SAUNDERS, 1993), but only a few research analyzed high-tech cheating methods 
(Harper, 2006; Whitley & Starr, 2010). To prevent students from cheating with removable storage, it is advisable to 
add a paragraph to the policy, which states that students are not allowed to bring these devices into the computer lab 
during the exams. Cheating with common storage can be avoided by cutting access to these areas during the exams 
either by firewall rules or by access restriction. Stealing the questions is only possible, if the question texts can be 
copied electronically, which means disabling copy function in browser or in the examination tool can be a solution. 
It is not recommended to present the questions in a single file, because it is fairly easy to send it out as an attachment 
or save it for later use. Whenever it is possible, questions should be handed out on papers or beamed to the wall 
using a projector. To prevent taking photos of the questions, use of cellphones has to be forbidden as well. 
Protecting an open-book exam is very difficult. With extensive use of human supervisors it is possible to watch 
everyone’s screen at once, but it is very expensive and not hundred percent safe. Installing a content-sensitive proxy 
can help filter out the majority of unwanted traffic, but it has a cost (licensing fees, cost of maintenance). There are 
applications available which monitor computer usage, and create log files. Even if these log files will never be 
reviewed, the possibility of getting caught can deter students from dishonest behavior. 
5. Conclusion 
Academic dishonesty is around in almost every higher education institute. The evolution of cheating methods is 
comparable to the car thieves’: thieves are always a step before car owners. Emergence of new tools in education not 
only advanced the techniques in teaching, but also in cheating. In this article we presented classic and novel cheating 
methods and provided ideas to improve level of protection using both organizational and technical measures. 
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